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Executive Summary
Consumerization. SaaS. Cloud. BYOD. Mobility. Just five years ago these words would not have described the 

focus of IT and security professionals. Yet today, CIOs are reckoning with all of these forces, joining executives 

from across the organization to redefine business processes and innovate new ways of working. In this 

paper we look at the new, front-line role of IT and security teams, specifically within enterprises using mobile 

messaging technologies. We highlight the technical challenges of integration complexity and data security, 

and suggest ways to mitigate risk and avoid costly mistakes and pitfalls. And along the way, we describe 

the experiences of three OpenMarket customers and how they successfully implemented unique mobile 

solutions to achieve greater business agility, new competitive differentiation, and increased engagement  

and collaboration. 
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Enterprise Consumerization: A Wave for IT to Ride

It wasn’t long ago that your company’s employees 
walked into the workplace, logged into their IT-issued 
PCs and laptops, and went about their day. And you—the 
IT leader—spent much of your time making sure those 
workstations, a variety of back-office systems, and the 
network that connected them all, stayed up and running. 
Your role within the enterprise was defined by themes like 
business continuity and data security, and your focus was 
on the internal infrastructure.

Then came the cloud, smartphones, and tablets, and 
then BYOD, leading ultimately to what’s now being called 
enterprise consumerization. This movement of consumer-
oriented technologies into the workplace, including mobile 
devices, cloud services and social media, is a force IT cannot ignore. Not only are these technologies compelling you 
to rethink how IT procures and manages solutions and services, they are reshaping your role within the enterprise. 

Neither a strategy nor a program, enterprise consumerization is like a big wave. As a surfer would say, it obliges you 
to choose between duckdiving or taking off. Conservative enterprises will be more inclined to duckdive and avoid the 
risk, being content to have their IT organizations perform basic, legacy services. In contrast, innovative enterprises will 
take off and ride the wave, requiring their CIOs to think more strategically and regard mobile technology as a catalyst 
for improving efficiency and productivity, increasing business agility, improving employee and customer satisfaction, 
creating competitive differentiation, and of course, strengthening revenue growth.

Mobile devices, cloud services, and social media present IT with 
many new challenges. Whether to perceive them as problems or 
opportunities—that’s the choice.

Mobile Engagement In Action—Two-factor Authentication

From their smartphones and tablets, employees want access to corporate information and applications, and 
customers want access to their accounts. While enterprises want to make their employees more productive 
and their customers more satisfied, IT is rightly concerned about the increased data security risk. Fortunately, 
the very technology that’s driving the need is also providing part of the solution. SMS is the perfect channel 
for delivering a one-time-password for a second authentication factor. Here’s how it works. The mobile user 
supplies traditional credentials as the first step in accessing a secured service or system. This triggers a mobile 
engagement service, which sends an SMS to the user’s mobile device containing a PIN. The mobile user enters 
the PIN as the second authentication step, enabling the user to conveniently access the system but in a more 
secured manner. Problem solved, without any new or cumbersome technology. To read the whole story, visit the 
Case Studies page of our website and open High Tech Retailer Uses OpenMarket to Mobilize.

http://www.openmarket.com/resources/case-studies/
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A 2013 study of large US businesses revealed 
that 90% intend to sustain or increase their 
spending on mobility projects. And, while 
companies continue to use mobile for sales 
and marketing use cases, they are mobilizing a 
wide variety of operational use cases—across 
the whole organization. For IT, the most 
popular use cases relate to business continuity. 

IT & SecurityOperations & 
Logistics

HR & CorpCustomer ServiceSales & Marketing

With the shift to mobile now certain—and well under way—enterprise innovators and early adopters are discovering 
a multitude of operational use cases well suited to mobile. At OpenMarket we see businesses starting their mobile 
journey from various points and for different purposes. Some companies begin by implementing a customer service 
use case to improve the user experience and reduce support costs. Others begin with an internal process, such as 
system status alerts or company announcements, aimed at improving employee productivity and satisfaction. 

Enterprise consumerization and mobile messaging are spanning the entire organization, including human resources, 
IT, customer service, operations, sales and marketing, and beyond. 

Why Mobile Engagement?
A quick recap of these well known statistics reveals the main driver behind enterprise consumerization: 

• There are over 3 billion mobile users and 6 billion mobile devices worldwide
• 90% of consumers are mobile
• Businesses rank mobile as high as desktop for customer engagement

What Mobile Engagement Means for IT

As enterprise consumerization has progressed, CEOs have begun ranking technology—and in particular mobile— 
as lead drivers for business success. How is this impacting IT? 

A multiyear IBM study of more than 1,500 CIOs reveals that the role of IT is rapidly being reshaped.1 Whereas once 
CIOs focused mainly on designing and managing a core internal infrastructure, they have rather suddenly joined with 
leaders across the organization to examine mobile solutions, business analytics, employee collaboration,  
and customer engagement. 
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Decision Points Matter

If enterprise mobility was just another initiative, a discrete channel, 
or a passing fad, opting out of the important decisions might not 
matter to IT. But the fact is, enterprise mobility is “…becoming a 
pervasive lens though which the organization must consider its 
fundamental tenets: how it interacts with its customers; how it 
develops and delivers products and services; and how it applies its 
physical, human and digital capital”.2

When it comes to enterprise mobile engagement, CIOs must be 
involved in key decisions. They must understand the use cases that business managers want to mobilize, the data 
those use cases require, and the back-office integrations that need to happen. 

One of the most important decisions the CIO can drive is whether to build mobile solutions in-house or partner. For 
different reasons, either approach can seem daunting. Choosing to build and deploy internally means a steep learning 
curve. Not only must IT acquire expertise in mobile technologies and mobile user experience, it must also understand 
industry and government regulations—which vary by mobile operator and country. Conversely, with mobile still a 
nascent market, the partnering option can also seem overwhelming. The marketplace is churning with suppliers, many 
of which concentrate their products and services on just marketing use cases, ignoring the hundreds of operational 
scenarios that span the enterprise. 

Challenged to Change: Why IT Needs to Act
In order to engage with their target audiences effectively, CEOs know their company strategies must utilize all digital tools 
available, including the top mobile messaging channels: SMS, MMS, and Push Notifications. And CIOs know they are being 
asked to help facilitate the shift to these channels.

Starting the shift sooner than later has several advantages. IT can:

• Influence key strategic decisions that ultimately impact IT and security, such as whether to build in-house or 
partner. 

• Lessen the security risks driven by the increased movement of sensitive information over the Internet and mobile 
networks.

• Avoid the complexity and cost of solution silos, caused when departments implement separate mobile solutions.

• Ensure the operational capabilities that every enterprise demands: scalability, flexibility, and availability.

How IT can contribute

As the CIO who impacts the entire organization, your 
guidance on the in-house versus partner decision is 

crucial. Your input on solution scalability, flexibility and 
performance will help ensure that your enterprise has 
the agility it needs to mobilize a variety of business 
processes using the most effective mobile channel.

What Mobile Delivers

As the common technology denominator to these conversations, mobile is delivering business value in a variety of 
forms. Higher employee satisfaction and productivity are the outcomes of internally facing services enabled by mobile 
messaging. These include corporate surveys, system status alerts and incident escalation notifications, emergency alerts, 
and timesheet reminders. Improved customer loyalty and higher ratings are the results of externally facing messaging 
services such as shipping notifications, promotions and coupons, and appointment reminders. Reduced impact and risk  
of data breaches and fraud are the outcomes of SMS-based two-factor authentication and password reset services.
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Solution Silos 

At OpenMarket we have worked with numerous 
enterprises to implement their mobile solutions, and we 
observe this pattern: companies tend to start with one 
mobile use case and, over time, apply mobile to many 
different use cases across the company. However, because 
mobile procurement and solutions tend to happen in silos, 
companies eventually find themselves with a patchwork of 
mobile solutions.

The cost of solution silos is not always obvious, but it is 
definitely real. Managing multiple vendors means high 
overhead. Using multiple solution architectures leads to 
more complex integrations, data stores that are difficult to share across the enterprise, and limitations on scalability. 
As Chris Marsh, Principal Analyst for Yankee Group, notes, “For mobility to move from an opportunistic deployment of 
specific technologies to a more strategic value for businesses, platforms must be available to help IT better manage the 
cost, security and complexity.”4 

It’s common for enterprises to end up with silos of mobile 
solutions. The pitfalls include high overhead, limited utility 
across the organization, overlapping or redundant services, 
and constrained scalability and flexibility.

OperationsMarketing

Customer Service

HRIT & Security

Security First

The news headlines make it clear: enterprises will never be 
able to relax over data security. Not only is cybercrime on the 
rise and getting more sinister, but sensitive data traveling over 
the Internet and mobile networks is increasing. And while 
employees and customers want the convenience that their 
mobile devices provide, they demand that their information be 
kept private and secure.

For these reasons, over 50% of companies we interviewed in a 2013 study said that fortifying security was a critical 
challenge to overcome.3 And it’s easy to understand why: a security breach can lead to downtime, lost revenue, and 
lost customer loyalty. Recovering from just one incident can take years.

How IT can contribute

As the CIO or security officer, your recommendations 
about policies and best practices, and security 

requirements for third-party or SaaS providers are 
crucial to your company’s mobile success. 

How IT can contribute

As the CIO you can advocate for a solution architecture 
that delivers the reliability and performance to 

match your company’s needs, including a redundant 
architecture and high availability.



Your Trusted Partner for Mobile Engagement

Page 7

What OpenMarket Can Offer

OpenMarket’s mission is to help enterprises transform their 
business with mobile, and in the process help you navigate the 
complexity and fragmentation of the mobile ecosystem. 

“Transform” is a bold word, but we use it because our goal is to 
achieve measurable and tangible outcomes for your business. 
Whether your initial use case involves improving business 
continuity with emergency alerts, bolstering security with 
two-factor authentication, streamlining incident management 
with system notifications, or improving one of the many other 
business processes inherent in today’s enterprise, OpenMarket 
has the domain expertise and the technology solutions you 
need to succeed. 

How does OpenMarket stand out in the mobile marketplace?

• Industry expertise. We have been a thriving business in 
the mobile industry since 1999, and we bring all of our 
collective knowledge and skills to your mobile needs. 
We are a subsidiary of Amdocs, Inc., (NASDAQ: DOX) a 
public, global enterprise with more than 22,000 employees 
serving mobile operators in more than 80 countries.

• Highly flexible platform. We offer a SaaS-based Mobile Engagement Platform that supports multiple mobile 
channels, including SMS, MMS, and Push Notifications. We have also implemented mobile solutions using IVR and 
email, and we have designed solutions for nearly every functional organization within the enterprise.

• Enterprise-grade operability. Our platform offers demonstrated performance, flexibility, reliability, and global 
reach. Our scalable and highly available platform, and our connectivity to over 200 countries means you can rely 
on OpenMarket to deliver your communications on a platform you can trust.

Executives and managers outside of IT often forget to consider 
scalability, reliability, and availability. That’s because your team 
makes sure these operational capabilities are always in place, 
ensuring not only your company’s business continuity, but its 
ability to adjust to future needs. 

There is no doubt that the mobile landscape will continue to 
evolve. Mobile devices will continue to become more capable, 
networks will become faster, legacy devices will diminish, and content and user behaviors will change. The mobile vendor 
marketplace will also change; as technologies evolve, some suppliers will consolidate and new ones will emerge.

Operational Acumen

Mobile Engagement In Action— 
Emergency Alerts

If your company has a disaster plan, you’re 
already aware of the need for fast and effective 
communications. Whether the situation involves 
a natural threat or disaster, an industrial accident, 
or criminal activity, the ability to communicate 
immediately with employees can mean the 
difference between stalled versus continued 
operations, frustrated versus appreciative employees, 
and a tarnished versus polished reputation. With 
the vast majority of people equipped with text-
enabled mobile phones, SMS is an ideal channel for 
sending emergency alerts. SMS is both immediate 
and highly likely to be read quickly. And SMS is 
versatile: you can use one-way messaging to notify 
employees, or two-way messaging for interactive 
messaging. For example, you can use two-way SMS 
to determine the status of employees and, based 
on their response, offer aid and directions. To read 
the whole story, visit the Case Studies page of our 
website and open Global Consulting Enterprise Uses 
Cross-Channel Mobile for Emergency Alerts.

How IT can contribute

As the CIO you can make the executive team aware 
of the benefits of using a single mobile engagement 

platform. The service agility and architectural flexibility 
it provides are critical to your ability to scale  

for future needs.

http://www.openmarket.com/resources/case-studies/
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Recommendations

Catching the mobile wave is step one. Step two is setting yourself up for a successful ride. To help ensure your success, 
OpenMarket recommends the following:

• Take a strategic approach. Enterprise 
consumerization is driving change across the whole 
organization, so it’s important for CXOs and line 
of business owners to think about mobility from a 
company-wide perspective. 

• Enlist the help of a mobile expert, someone you 
trust to provide advice and guidance, and someone 
with specific knowledge of the primary mobile 
channel you intend to use.

• Start with one or two use cases with high business 
value, and be clear about the outcomes you want to 
achieve. 

• Remember that you don’t need an app to succeed 
in mobile. SMS reaches the largest audience and is the most versatile mobile channel available. 

• Utilize a SaaS-based mobile engagement platform for maximum scalability and flexibility. Make sure the 
platform provider offers highly available services and meets your security requirements.

Mobile Engagement In Action—System Outage Alerts

Unexpected system downtime hurts employee productivity, erodes morale, and undercuts IT’s credibility. Our customer was 
experiencing all three of these issues. When a system went down, employees would flood the IT help line to find out what 
happened and when service would be restored. When a complete network outage occurred, employees’ IP desk phones and 
email were inoperable, making it impossible for IT to communicate with employees. To improve the way it communicated with 
employees, IT implemented a mobile solution using SMS. Now when a system goes down, the solution initiates an automated 
SMS to employees with the information they need to plan around the incident. To read the whole story, visit the  
Case Studies page of our website and open IT Organization Uses SMS Alerts to Keep Employees Informed and Productive.

OpenMarket’s experts, our Mobile Engagement Platform, and 
our highly available network make it possible for any enterprise 
to implement effective mobile engagement solutions for a wide 
variety of use cases, using SMS, MMS, Push, Email and Voice.  

http://www.openmarket.com/resources/case-studies/


Your Trusted Partner for Mobile Engagement

Page 9

About OpenMarket

OpenMarket, a subsidiary of Amdocs, helps enterprises use mobile to transform their business. OpenMarket provides 
mobile engagement solutions for organizations to optimize their operations and enhance relationships with their 
customers and employees. Major enterprises choose OpenMarket for our domain expertise, service flexibility, 
demonstrated performance and reliability, global scale, and corporate maturity. We provide smart, interactive 
connectivity to more than 200 countries, enabling businesses to engage with nearly every mobile user around the 
world. Our clients trust us to power their mobile business. For more information, visit www.openmarket.com.

Americas (Headquarters)
sales-us@openmarket.com
1.877.277.2801

Australia
sales-australia@openmarket.com 
+61 (0) 2 9332 2141                                        

Contact Us

EMEA
sales-uk@openmarket.com
+44 20 8987 8855

India
sales-india@openmarket.com 
+91 20 40157069                                        

Terms of Use
Copyright © 2014. All rights reserved. No part of this publication may be reproduced, distributed, electronically stored, or 
translated into any language, in any form by any means, without the prior written permission of OpenMarket.
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